
TECHNOLOGY  SERVICE  PROVIDERS  ASSOCIATION

OF KENYA

REQUEST FOR PROPOSALS

TERMS OF REFERENCE (TOR) FOR A RESEARCH CONSULTANT TO DEVELOP A

POLICY BRIEF TO INFORM POLICY DRAFTING AND ADVOCACY ON THE

CRITICAL INFRASTRUCTURE PROTECTION BILL

General Information:

Work Description: Research consultant  for  the policy  brief  to  inform policy  drafting and

advocacy on the Critical Infrastructure Protection Bill

Project Title: Critical Infrastructure Protection Bill Project

Duration: 20 Days

Procurement No. TESPOK004/09/2019

Application Deadline: 18th Sept , 2019.

  



INTRODUCTION

About TESPOK

Technology Service Providers of Kenya (TESPOK) is a professional,  non-profit organization

representing the 

Interests of Technology service providers in Kenya. Established in 1999, the strength of the

Association rests on its ability to be truly representative of the Kenyan industry as a whole.

Vision

“To be the driver of ICT growth and excellence in Africa”

Mission

“To be the voice of Information Technology, influencing policy, direction and development in

the industry”

BACKGROUND INFORMATION

Technological advancement in recent years has seen the uptake and penetration of ICT and
ICT solutions expand across different industries. Access to and use of Internet services play
a key role in driving e-commerce and social economic growth in the country. Despite the
growing critical role of the ICT sector in Kenya’s economy, there is no legal mechanism to
protect ICT infrastructure, in comparison to other critical infrastructure e.g. power, water
and  petroleum  infrastructure,  which  is  backed  by  various  institutional  and  regulatory
mechanisms. Damage to ICT infrastructure occurs mostly through fiber cable cuts and mast
destructions. These cuts arise during construction works (roads, buildings, bridges, power
installations, sewerage and water infrastructure). Vandalism is also a factor.

Government and private sector owners and providers of ICT infrastructure and services are
most affected by ICT infrastructure damage. ICT service users who operate in many sectors
including agriculture, finance, real estate, education and manufacturing are also impacted
negatively  by  the  disruptions  occasioned  by  infrastructure  damage.  In  an  attempt  to
improve the protection of critical infrastructure, including road, rail, power, petroleum and
ICT infrastructure, the Ministry of Information and Communications appointed a taskforce to
formulate a Critical  Infrastructure Bill.  The ministries of Transport  and Infrastructure and
Energy and Petroleum, as well as private sector representatives were also involved in the
consultative process. However, about 80 per cent of the content of the drafted Bill was on
ICT  Infrastructure  and  the  Government  did  not  agree  on  which  ministry  would  be
responsible.

Stakeholders in the ICT infrastructure operating in the private sector now propose redrafting
of the Critical Infrastructure Protection Bill, 2015 to address protection of ICT infrastructure.
TESPOK argues that ICT infrastructure should be recognized as critical infrastructure and
handled as such. TESPOK therefore seeks the support of a research consultant to engage
key stakeholders to develop legislation on protection of ICT infrastructure.

TERMS OF REFERENCE

  



The  terms  of  reference  shall  cover  the  details  of  the  scope  of  the  assignment  to  the

consultant. The work shall include all the activities related to the Critical Infrastructure Bill

industry input.

Scope of Work

Under the direct supervision of the Chief Executive Officer, the consultant shall undertake

the following tasks:

1. Undertake a literature review to: 

a. Document global best practice on regulating critical infrastructure specifically

outlining: standards, practice, specific legal frameworks, review of regulatory

impact assessments in other jurisdictions on effectiveness of the regulatory

framework. 

b. Document  the  current  situation  in  Kenya  on  the  regulation  of  critical

infrastructure outlining: a comparative review of the proposed Kenyan laws

versus global best practice; relevant international agreements which Kenya is

a signatory  to;  relevant provisions in the Constitution of  Kenya, 2010; and

other  relevant  literature  from  media,  private  sector,  civil  society  and

academia/think tanks on critical infrastructure. 

2. Primary  data  collection:  Engage  with  stakeholders  to  determine  the  impact  of

inadequate regulation of critical infrastructure in Kenya documenting the following

costs: 

a. Estimated costs  to  improved management  of  critical  infrastructure  (review

infrastructure projects which have made adequate provisions for all  critical

infrastructure in Kenya). 

b. Cost burden on businesses to managing infrastructure in the current situation;

c. Impact of additional costs incurred on the cost of ICT services; 

d. Any  other  impacts  as  may  be  identified  from  the  lack  of  an  appropriate

regulatory framework. 

e. Potential impact if there is an effective regulatory mechanism incorporating

owners of ICT infrastructure in the design and management of infrastructure

projects. 

f. Analyze the data collected presenting an accurate picture of the economic

impact of inadequate regulation. 

  



3. Synthesize the findings and present a draft legal and economic research report, and

a draft Policy Position Paper (PPP).

4. Present the report findings and draft Policy Position to TESPOK members

5. Revise the draft  document  incorporating  any additional  feedback  by TESPOK and

produce:

 a .A Final legal and economic review of the need to regulate on critical 
infrastructure.

 b. A Policy Position Paper (PPP) on the Critical Infrastructure Protection for TESPOK to
use for their advocacy towards the development of an appropriate regulatory 
framework for critical infrastructure;

Deliverables

1. Proposed inception report and work plan to cover the duration of the assignment;

2. A draft research report i.e.  a legal and economic review of the lack of an appropriate

regulatory framework for critical infrastructure. 

3. A draft Policy Position Paper

4. Presentation of draft reports to TESPOK members for additional input. 

5. Submit final documents: 

a. Research Report 

b. Policy Position Paper. 

Methodology

Phase 1 will include a desk review assessment of relevant documents; 

Phase 2 will adopt a consultative and participative approach. This will include interviews

with  key  stakeholders.  The  consultant  will  carry  out  the  analysis  of  the  findings  in

consultation with TESPOK and will include both qualitative and quantitative variables. 

The Consultant will conclude with the submission of an initial report based on the findings.

Phase 3 will provide a policy paper incorporating the research output and impact of bill on

ICT Industry

QUALIFICATIONS OF THE CONSULTANT

Functional Competencies:

1. Expert  knowledge  and  understanding  of  the  ICT  sector  in  Kenya  and  regulatory

framework around it; 

2. Knowledge of Critical Infrastructure Protection practices globally;

3. Ability to engage other stakeholders other than TESPOK members to get their views

and align them to TESPOK’s position;

4. Demonstrate superior research and report writing skills; 

  



5. Ability to research and conduct interviews with key informants; and 

6. Ability to present to a diverse audience with divergent interests

Core Competencies: 

1. Ability to produce high quality outputs in a timely manner while understanding and

anticipating the evolving client needs. 

2. Strong organizational skills; 

3. Ability to work independently, produce high quality outputs; 

4. Sound judgment, strategic thinking and the ability to manage competing priorities; 

Required Skills and Experience:

Education:

  Advanced University degree in ICT, Economics,  Law, Journalism or any relevant

degree. 

Experience: 

 Minimum of 7 years of relevant experience is required. 

Language:

  Excellent written and spoken English.

Duration of the Assignment

The duration of the assignment is 20 working day spread over a period of 2-3 months.

RESPONSE DEADLINE

Closing date for applications: 

Application and selection procedure Submit:

1. Letter of interest;

2. Curriculum Vitae; and 

3. Quotation with daily rates via email to the email address tespok@tespok.co.ke

For queries contact Project Manager via email address projects@tespok.co.ke or telephone

using the contacts below.

OUR CONTACTS

  

THE CHIEF EXECUTIVE OFFICER

TECHNOLOGY SERVICE PROVIDERS ASSOCIATION OF KENYA 

(TESPOK)

BRUCE HOUSE, 14th Floor, Standard Street,

Nairobi, Kenya

P.O. Box 27589-00506

Tel: (020) 2245036

Email: tespok@tespok.co.ke

Website: http://www.tespok.co.ke
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